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Quantum Resistant Cryptography

• Post Quantum Cryptography (PQC) – mathematical algorithm based
 Key-encapsulation: FIPS 203, …

 Digital signature: FIPS 204, 205, …

• Quantum Key Distribution (QKD) – quantum physics based
 Only for symmetric key establishment: prepare-and-measure, entanglement-based, …

 Standards: ETSI GS QKD series, ISO/IEC 23837, ITU-T Y.3800 series, IEEE P1913, …

• Defense-in-depth – deploy multiple layers of diverse security controls with 
independent failure modes to enhance the security posture
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Hybrid Symmetric and Asymmetric Keys
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Example: 3-Party-Hybrid Key in OpenSSL v3.x

• Build on top of the 2-party-hybrid (e.g. P256-MLKEM512) in oqsprovider
 Some moderate code changes in oqsprovider

 No code change needed in OpenSSL core, nor in liboqs
– Except for adding some supported group names (e.g. P256_MLKEM512_QKD)

• Hybrid method: concatenate a QKD key as the third part to the hybrid 
secret
 Approved “hybrid” technique, Sec. 2, NIST SP 800-56Cr2

 Approved method 3, Sec. 6.3, NIST SP 800-133r2
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3-Party-Hybrid Key in OpenSSL v3.x – Cont’d
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Out-of-Band Symmetric Key 
Management System (e.g. QKD)
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Current Work on ETSI QKD APIs
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• ETSI GS QKD 014 “Protocol and data 
format of REST-based key delivery API” 
v1.1.1 (2019-02) 
 sample implementation in C (i.e. libqkdn) by AWS 

Quantum Network Engineering team, to be open 
sourced upon Amazon internal approval

• ETSI GS QKD 004 “Application Interface” 
v2.1.1 (2020-08) 
 sample implementation in C by a Universidad 

Politécnica de Madrid (UPM) team, open source 
hosted at https://forge.etsi.org/rep/qkd/gs004-
app-int



© 2024, Amazon Web Services, Inc. or its affiliates.

Planned Future Work

• More robust error/exception handling for existing projects
 What if the QKD key is not available on the first or second peer?

 What if the QKD keys are different on the two sides? 

 …

• PSK in TLS v1.3 with QKD 
• Integrate hybrid keys into other protocols, e.g., 

 IKEv2 (Internet Key Exchange protocol) – RFC8784

 MKA (MACsec Key Agreement protocol) – IEEE Std 802.1AE-2018

• Implement in other programming languages (              …)
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The Request

• PQCA to host an “experimental track” project on hybridizing keys 
from PQC and QKD (and classic algorithms) in a library with 
built-in defense-in-depth capability
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Thank you!
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